Sprint Backlog Grooming Meeting Minutes

Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,
Alberto Espinoza

Date: 09/08/25

Start time: 6:00pm

End time: 7:00pm

Updated User Stories

User Story 1 — Define the Core Features

Status: Completed
Assigned to: Christian Dominguez
Progress Update: Core features defined and documented

Updated Tasks:

Completed: Create a list of core features for the product

Completed: Prioritize the features based on importance and dependencies
Completed: Write clear acceptance criteria for each feature

Completed: Validate feature requirements with the product owner

Completed: Document the list of features and approval from the product owner

Acceptance Criteria:

e [74 Core features list created and prioritized
e [7 Clear acceptance criteria written for each feature
e ["4 Product owner validation and approval documented

User Story 2 — Plan and Design the Database Schema

Status: In Progress

Assigned to: Alexis Henkel (Lead), Mauricio Ballart Alvarez (Support)

Progress Update: Database structure development ongoing, progressing towards CRUD
functions

Updated Tasks:

e Completed: Identify required tables, fields, and relationships
e Completed: Draw a database diagram showing table connections
e Current: Define primary keys and indexes for each table



Current: Write sample SQL statements for table creation
Next: Review the database schema with the product owner for approval

Acceptance Criteria:

{74 Required tables, fields, and relationships identified

{74 Database diagram with table connections completed

_ Primary keys and indexes defined for each table

—_ Sample SQL statements for table creation written

=] Database schema reviewed and approved by product owner

User Story 3 — Begin Backend Development

Status: Significant Progress

Assigned to: Isaac Quintero (Lead), Alberto Espinoza (Support)

Progress Update: Major breakthrough with complete Vault Service implementation and
infrastructure setup

Updated Tasks:

Completed: Set up the project repository and backend structure

Completed: Develop API endpoints for user authentication

Completed: Write unit tests for the authentication logic

Completed: Create sample data for testing purposes

Completed: Test initial backend setup and document results

NEW - Completed: Built complete Vault Service (Port 8003) from scratch

NEW - Completed: Implemented 15 API endpoints including CRUD operations,
password generation, and statistics

NEW - Completed: Created comprehensive database schema with 4 main tables
NEW - Completed: Integrated zero-knowledge encryption with user-specific key
derivation

NEW - Completed: Established Docker containerization with proper service
communication

Acceptance Criteria:

{74 Project repository and backend structure set up

"4 API endpoints for user authentication developed

{74 Unit tests for authentication logic written

74 Sample data for testing created

{4 Initial backend setup tested and documented

{74 Complete Vault Service implemented with 15 API endpoints
74 Comprehensive database schema with 4 main tables created



o [V Zero-knowledge encryption with user-specific key derivation integrated
Major Achievements This Sprint:

Resolved critical MFA datetime parsing bug

Fixed Supabase API integration issues

Implemented robust datetime parser handling multiple data formats
Verified complete authentication flow functionality

User Story 4 — Fully Develop the Interface of the Product

Status: Planning Phase
Assigned to: Mauricio Ballart Alvarez (Lead), Isaac Quintero (Support)
Progress Update: Frontend development officially started with initial functional components

Updated Tasks:

Completed: Create wireframes and mockups of the interface design
Completed: Develop reusable Ul components (buttons, forms, menus)
Current: Implement responsive layout for different screen sizes

Next: Add navigation between screens/pages

Next: Test the interface for usability and functionality

Acceptance Criteria:

"4 Wireframes and mockups of interface design created

{74 Reusable Ul components developed

_ Responsive layout for different screen sizes implemented
=] Navigation between screens/pages added

=] Interface tested for usability and functionality

User Story 5 — Implement Basic Data Encryption Logic

Status: In Progress

Assigned to: Isaac Quintero (Lead), Christian Dominguez (Support), Alberto Espinoza
(Support)

Progress Update: Encryption library selected and implementation begun

Updated Tasks:

Completed: Research encryption methods to apply (e.g., AES, RSA)

Completed: Write functions to encrypt sensitive data before saving to the database
Completed: Write functions to decrypt data when retrieved

Current: Test encryption and decryption functions with sample data



e Next: Document the encryption process for the team
e Next: Integrate encryption with vault service and user authentication

Acceptance Criteria:

{74 Encryption methods researched and selected

{74 Functions to encrypt sensitive data written

{74 Functions to decrypt data when retrieved written

— Encryption and decryption functions tested with sample data
=] Encryption process documented for the team

Team Velocity & Progress Summary

Total Hours Worked Since Last Sprint: 10 hours
Team Capacity: 5 members actively contributing
Sprint Health: Excellent progress with major technical breakthroughs

Progress Highlights:

e Major Technical Breakthrough: Isaac's complete Vault Service implementation
represents significant advancement

Infrastructure Maturity: Docker containerization and service communication established
Database Progress: Alexis advancing toward CRUD functionality implementation
Frontend Initiative: Mauricio successfully transitioned from planning to implementation
Repository Foundation: Christian established GitHub repository for collaborative
development

e Pipeline Progress: Alberto making solid progress on CI/CD pipeline setup

Completed Deliverables:

Complete Vault Service with 15 API endpoints
Comprehensive database schema with 4 main tables
Zero-knowledge encryption with user-specific key derivation
Docker containerization with proper service communication
GitHub repository with collaborative development structure
Initial frontend functional components

Team Member Assignments
Mauricio Ballart Alvarez:

e Current Focus: Interface Development (User Story 4)
e Supporting: Database Schema Planning (User Story 2)



e Achievement: Successfully initiated frontend development with functional components
Alexis Henkel:

e Current Focus: Database Schema (User Story 2)
e Supporting: Encryption Assistance (User Story 5)
e Achievement: Database structure development progressing toward CRUD functions

Christian Dominguez:

e Current Focus: Core Features (User Story 1) - Completed
e Supporting: Data Encryption (User Story 5)
e Achievement: GitHub repository creation and collaborative development setup

Isaac Quintero:

Current Focus: Backend Development (User Story 3) - Major Progress
Supporting: Frontend Assistance (User Story 4)

Achievement: Complete Vault Service implementation with 15 APl endpoints and
comprehensive infrastructure

Alberto Espinoza:

Current Focus: Backend Support (User Story 3)

Supporting: Core Features Documentation (User Story 4)

Achievement: GitHub repository setup assistance and development environment
contribution

Risk Assessment & Mitigation

Resolved Risks:

e Technical Infrastructure: Isaac's Vault Service implementation resolved backend
architecture uncertainties

e Development Environment: GitHub repository and Docker containerization provide stable
foundation

e Authentication System: MFA datetime parsing issues resolved with robust parser
implementation

Current Risk Monitoring:

e Integration Complexity: Multiple services (Vault, Authentication, Frontend) will require
careful coordination
e Timeline Management: Rapid progress creating need for integration planning



e Knowledge Transfer: Document Isaac's infrastructure work for team knowledge sharing

Next Sprint Planning

Immediate Priorities (Next 1-2 Sprints):

Complete Database Schema Implementation (Alexis)
Integrate Frontend with Backend Services (Mauricio, Isaac)
Finalize Encryption Documentation (Isaac, Christian)
Establish Development Workflow (Alberto, Christian)

Plan Service Integration Architecture (All)

aobkowbd -~

Dependencies Identified:

e Frontend development depends on backend API stability

e Service integration requires completed database schema

e Encryption implementation needs vault service completion

e Development workflow depends on repository structure finalization

Action Items for Next Daily Scrum:

Alexis: Continue database structure development and CRUD function implementation
Mauricio: Advance frontend functional components and coordinate with backend team
Christian: Document GitHub repository workflow and support encryption implementation
Isaac: Continue vault service refinement and plan integration architecture

Alberto: Support development environment optimization and documentation

Sprint Retrospective Notes:

Team velocity significantly improved with major technical deliverables
Cross-functional collaboration proving effective (Isaac's infrastructure supporting all
workstreams)

Planning phase successfully transitioning to implementation phase

Strong foundation established for rapid development in upcoming sprints






Sprint Backlog Grooming Meeting Minutes

Sprint Backlog Grooming Meeting Minutes

Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,
Alberto Espinoza

Date: 09/22/25

Start time: 6:00pm

End time: 7:00pm

Updated User Stories

User Story 19 — Complete Frontend-Backend Integration (8 points) - IN
PROGRESS

Status: 75% Complete

Assigned to: Mauricio (Lead), Alexis (Frontend), Isaac (Backend)

Progress Update: Major breakthrough with Kong APl Gateway integration completed, all
microservices now communicating through unified gateway

Updated Tasks:

Completed: Kong APl Gateway integration (all 7 frontend service clients)
Completed: Fixed "Invalid host header" issues across User, Vault, and Auth services
Completed: Configured TrustedHostMiddleware with proper header forwarding
Current: End-to-end testing of all services through Kong Gateway

Next: Production-ready Kong configuration with security policies

Next: Rate limiting and authentication plugins implementation

Acceptance Criteria:

e [7 Kong Gateway routing for all microservices completed
e [74 CORS and host validation issues resolved

e _ Production security policies implementation

e [=] Comprehensive end-to-end testing

e [=] Performance optimization and caching strategies



User Story 20 — Finalize Audit Service and System Logging (4 points) -
READY TO START

Status: Planned
Assigned to: Isaac (Lead), Christian (Security), Alberto (Infrastructure)
Progress Update: Infrastructure foundation complete, ready for Audit Service implementation

Updated Tasks:

Next: Implement Audit Service (Port 8007) - final microservice
Next: Comprehensive logging across all services

Next: Security audit trail implementation

Next: Integration with notification system

Next: Performance monitoring and alerting

Acceptance Criteria:

=] Audit Service implementation with comprehensive logging
=] Security audit trail for all user actions

=] Integration with notification system

=] Performance monitoring dashboard

=] Complete microservices architecture (100%)

User Story 21 — User Management and Teams Service (4 points) - IN
PROGRESS

Status: 60% Complete

Assigned to: Christian (Lead), Alexis (Frontend), Isaac (Backend)

Progress Update: Database structure development progressing, initial user management
framework established

Updated Tasks:

Current: Complete User Service (Port 8002) implementation
Current: Team creation and user permissions system

Next: Team access controls and user profiles

Next: Integration with auth/vault services

Next: Frontend user management interface

Acceptance Criteria:

User Service microservice completed
Team creation and permission management
e [=] User profiles and access controls



e [} Integration with authentication and vault systems
e [=] Frontend interface for user management

User Story 22 — Production Deployment and API Gateway (3 points) -
SIGNIFICANT PROGRESS

Status: 85% Complete

Assigned to: Alberto (Lead), Christian (Security), Isaac (Integration)

Progress Update: Kong API Gateway successfully implemented, Docker containerization
complete

Updated Tasks:

Completed: Kong APl Gateway setup and configuration
Completed: Docker containerization for all microservices
Current: Load balancing optimization

Next: SSL/TLS certificate implementation

Next: Environment configuration management

Next: Production monitoring and alerting setup

Acceptance Criteria:

74 Kong API Gateway operational

{74 Docker deployment pipeline functional

_ Load balancing and SSL/TLS implementation
=] Environment configuration management

=] Production monitoring and alerting

User Story 23 — Advanced Frontend Features and UX Polish (1 point) -
DEFERRED

Status: Deferred to Next Sprint
Assigned to: Mauricio (UX Lead), Alexis (Implementation)
Progress Update: Core functionality prioritized, advanced features scheduled for next iteration

Acceptance Criteria:

=] Advanced password generation features
5] Search and filtering capabilities

=] Import/export functionality

5] Dark mode and accessibility features

=] Performance optimization and onboarding



Team Velocity & Progress Summary

Total Hours Worked Since Last Sprint: 45 hours
Team Capacity: 5 members actively contributing
Sprint Health: Excellent progress with major technical breakthroughs

Major Progress Highlights:

Isaac’s Infrastructure Leadership: Complete microservices architecture with 7
operational services

Kong API Gateway Success: All services now communicating through unified,
production-ready gateway

Database Advancement: Alexis progressing toward comprehensive database
implementation

Frontend Integration: Mauricio successfully connecting React components with
backend APls

Repository Maturity: Christian's GitHub setup enabling smooth collaborative
development

DevOps Pipeline: Alberto's CI/CD infrastructure supporting rapid deployment

Completed Deliverables:

Kong API Gateway with 7 integrated microservices

Authentication Service (Port 8001) with MFA and device trust

Vault Service (Port 8003) with 15 API endpoints and zero-knowledge encryption
Encryption Service (Port 8005) with quantum-resistant algorithms

Notification Service (Port 8006) with Celery background processing
Comprehensive Docker containerization

Production-ready deployment pipeline

Current Architecture Status:

Authentication Service (8001): [74 Complete with MFA

User Service (8002): — 60% Complete

Vault Service (8003): [74 Complete with 15 endpoints

Encryption Service (8005): [74 Complete with quantum algorithms
Notification Service (8006): [74 Complete with Celery

Audit Service (8007): [=] Ready for implementation

Kong API Gateway (8888): [74 Complete and operational

React Frontend: _ 75% Complete with backend integration



Risk Assessment & Mitigation

Resolved Risks:

e Microservices Integration: Kong Gateway successfully resolved service
communication challenges
Authentication Complexity: MFA and device trust systems fully operational
Database Performance: Supabase integration optimized with RLS policies
Development Workflow: GitHub repository and CI/CD pipeline streamlined team
collaboration

Current Risk Monitoring:

e Service Integration Load: Monitor Kong Gateway performance under concurrent user
load
Database Scaling: Prepare for increased data volume with user growth
Frontend Complexity: Ensure React integration maintains performance standards
Security Validation: Complete comprehensive security audit before production

Next Sprint Planning

Immediate Priorities (Next 1-2 Sprints):

Complete Audit Service Implementation (Isaac, Christian, Alberto)
Finalize User Management Service (Christian, Alexis, Isaac)
Production Security Hardening (All team members)
Comprehensive End-to-End Testing (All team members)
Performance Optimization and Load Testing (Alberto, Isaac)

ok owbd-~

Dependencies Identified:

e Audit Service implementation requires User Service completion for comprehensive
logging
Frontend user management depends on User Service APl completion
Production deployment requires security audit completion
Load testing depends on all services integration completion

Action Items for Next Daily Scrum:

e Isaac: Begin Audit Service implementation and document API specifications
e Christian: Continue User Service development and coordinate security requirements



e Alexis: Advance frontend user management interface development
e Mauricio: Continue frontend-backend integration testing and user experience validation
e Alberto: Optimize Kong Gateway performance and prepare load testing environment

Sprint Success Metrics:

Technical: Complete 7-microservice architecture (currently 6/7 complete)

e Integration: All services operational through Kong Gateway with sub-150ms response
times
Security: Comprehensive audit trail and security validation completed
User Experience: Frontend-backend integration providing seamless user workflows
Performance: System handling 100+ concurrent users with optimized response times

Team Member Assignments & Focus Areas

Mauricio Ballart Alvarez (Product Owner):

e Primary: Frontend-Backend Integration coordination and user experience validation
e Secondary: User Management frontend interface and product backlog refinement
e Goals: Ensure seamless user experience across all integrated services

Alexis Henkel (Frontend Specialist):

e Primary: Frontend-Backend Integration implementation and user interface development
e Secondary: Database structure optimization and user management frontend
e Goals: Deliver responsive, intuitive user interface with full backend integration

Christian Dominguez (Team Lead):

e Primary: User Management Service development and security coordination
e Secondary: Sprint coordination and security architecture validation
e Goals: Complete user management functionality with enterprise-grade security

Isaac Quintero (Backend & Security Lead):

e Primary: Audit Service implementation and microservices architecture completion
e Secondary: Performance optimization and security integration across all services
e Goals: Deliver final microservice and ensure system-wide security standards

Alberto Espinoza (DevOps & Infrastructure Lead):

e Primary: Production deployment optimization and performance monitoring



e Secondary: Load testing and infrastructure scaling preparation
e Goals: Ensure production-ready infrastructure with comprehensive monitoring

Innovation Opportunities & Technical Excellence

Current Innovation Achievements:

Quantum-Resistant Encryption: Industry-leading security implementation
Microservices Architecture: Scalable, maintainable service architecture
Zero-Knowledge Encryption: User privacy-focused security design
Real-Time Collaboration: Advanced team password management capabilities

Upcoming Innovation Focus:

Al-Powered Security Analytics: Potential integration with Audit Service
Advanced Performance Optimization: Machine learning for resource allocation
Enterprise Integration: SSO and directory service preparation

Mobile Application Foundation: Cross-platform security implementation

Sprint Retrospective Notes:

Team Velocity: Significantly improved with mature development infrastructure
Technical Execution: Consistent delivery of complex technical requirements
Collaboration: Excellent cross-functional coordination and knowledge sharing
Innovation: Pioneering cybersecurity implementations with student team

Next Sprint Backlog Grooming: September 29, 2025 at 6:00pm

Meeting Conclusion: Team demonstrates exceptional technical progress with production-ready
microservices architecture. Strong foundation established for final sprint toward comprehensive
password management platform.



Sprint Backlog Grooming Meeting Minutes

Date: 10/06/2025

Start Time: 6:00 PM
End Time: 7:00 PM

Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,
Alberto Espinoza

Updated User Stories

e User Story 1 — Define the Core Features.

o

o

o

Status: Completed

Assigned to: Christian Dominguez

Progress Update: The core features have been defined and documented. All
tasks completed and acceptance criteria met.

e User Story 2 — Plan and Design the Database Schema

o

o

o

Status: In Progress

Assigned to: Alexis Henkel (Lead), Mauricio Ballart Alvarez (Support)
Progress Update: Database structure development is ongoing, progressing
toward CRUD functions. We have identified the required tables, fields, and
relationships. The database diagram, complete with table connections, is
completed. Primary keys and indexes are defined for each table. Sample SQL
statements for table creation were written. Next: Review the database schema
with the product owner for approval.

e User Story 3 — Begin Backend Development

o

o

o

Status: Significant Progress

Assigned to: Isaac Quintero (Lead), Alberto Espinoza (Support)

Progress Update: Major breakthrough with complete Vault Service
implementation and infrastructure setup. Project repository and backend
structure set up. API endpoints for user authentication were developed. Unit tests
for authentication logic were written. Sample data for testing created. Initial
backend setup tested and documented. Complete Vault Service built from
scratch with 15 API endpoints, a comprehensive database schema with 4 main
tables, and integrated zero-knowledge encryption with user-specific key
derivation. Docker containerization with proper service communication
established.



User Story 4 — Fully Develop the Interface of the Product

o Status: Planning Phase

o Assigned to: Mauricio Ballart Alvarez (Lead), Alexis Henkel (Support)

o Progress Update: Frontend development officially started with initial functional
components. Wireframes and mockups of the interface design were created.
Reusable Ul components were developed. Current: Implement responsive layout
for different screens, add navigation between screens and pages, and test the
interface for usability and functionality.

User Story 5 — Implement Basic Data Encryption Logic

o Status: In Progress

o Assigned to: Alberto Espinoza (Lead), Christian Dominguez (Support), Isaac
Quintero (Support)

o Progress Update: Encryption library selected and implementation begun.
Encryption methods researched and Selected functions are designed to encrypt
sensitive data. The data must be written before saving it to the database.
Functions to decrypt data when retrieved are written. Current: Test encryption
and decryption Functions should be tested with sample data. Next, document the
encryption process. yption process for the team and integraThe encryption
process involves the vault service and user authentication.cation.

Major Achievements During This Sprint (up to 10/06/2025):

Resolved critical MFA datetime parsing bug.

| have fixed the Supabase API integration issues.

I have implemented a robust datetime parser that can handle multiple data formats.

| have verified the complete authentication flow functionality.

I have built a complete Vault Service (Port 8003) from scratch with 15 API endpoints.
| have created a comprehensive database schema with 4 main tables.

Integrated zero-knowledge encryption with user-specific key derivation.

Established Docker containerization with proper service communication.

Designed and built a complete Encryption Service (Port 8005) with 24+ API endpoints
(15 traditional + 9 quantum-resistant).

Resolved Docker build issues with libogs compilation from source.

Resolved JWT secret mismatch between services.

Fixed Supabase RLS policy violations blocking authentication.

Created 8 RLS policies across auth tables.

Fixed Critical Notification Service Celery Worker Database Issues and Notification
Service (Port 8006) are now fully functional.

Next Sprint Planning (Immediate Priorities for Next 1-2 Sprints):

1.
2.
3.

Complete Database Schema Implementation (Alexis, Mauricio)
Integrate Frontend with Backend Services (Mauricio, Alexis)
Finalize Encryption Documentation (Isaac, Christian)



4. Establish Development Workflow (Alberto, Christian)
5. Plan Service Integration Architecture (All)

Action Items for Next Daily Scrum:

Alexis: Continue database structure development and CRUD function implementation.
Mauricio: Advance frontend functional components and coordinate with the backend
team.

e Christian: Document GitHub repository workflow and support encryption
implementation.

Isaac: Continue vault service refinement and plan integration architecture.
Alberto: Support development environment optimization and documentation.



Sprint Backlog Grooming Meeting
Minutes

Date: 10/20/2025
Start Time: 6:00 PM
End Time: 7:00 PM

Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,
Alberto Espinoza

Updated User Stories

e User Story 1 — Define the Core Features

o Status: Completed

o Assigned to: Christian Dominguez

o Progress Update: Core features remain fully documented and approved. The
completed user stories have been cross-verified with the project owner, and all
acceptance criteria continue to meet system requirements.

e User Story 2 — Plan and Design the Database Schema

o Status: Completed

o Assigned to: Alexis Henkel (Lead), Mauricio Ballart Alvarez (Support)

o Progress Update: The database schema was finalized and approved after
performance validation and query optimization. Stored procedures and triggers
have been implemented, and documentation was uploaded to the shared
repository. All CRUD functions were tested successfully through Supabase

integration.

e User Story 3 — Begin Backend Development



o Status: Near Completion
o Assigned to: Isaac Quintero (Lead), Alberto Espinoza (Support)

o Progress Update: Backend development entered the final integration phase. All
major services, including the Vault, Auth, and Encryption Services, are
operational under Kubernetes deployment. Continuous integration and delivery
pipelines were optimized. Playwright E2E tests achieved a 95% pass rate, and
logging systems were enhanced to track encryption events and API latency.

e User Story 4 — Fully Develop the Interface of the Product
o Status: In Progress
o Assigned to: Mauricio Ballart Alvarez (Lead), Alexis Henkel (Support)

o Progress Update: The user interface has been expanded with responsive
layouts, accessibility improvements, and final design adjustments. Navigation
across all major components is functioning correctly. Testing for user feedback,
accessibility compliance, and mobile responsiveness is underway. Integration
with backend endpoints has begun, with successful authentication and vault
retrieval functionality demonstrated.

e User Story 5 — Implement Basic Data Encryption Logic
o Status: Completed

o Assigned to: Alberto Espinoza (Lead), Christian Dominguez (Support), Isaac
Quintero (Support)

o Progress Update: Encryption logic has been fully implemented and tested using
both traditional AES and quantum-safe CRYSTALS-Kyber algorithms. The
encryption and decryption processes are now fully functional within the Vault
Service. Documentation outlining key generation, storage, and retrieval was
finalized and approved.

Major Achievements During This Sprint (up to 10/20/2025):

e Fully completed database schema with CRUD operations and relational mapping.



Successfully integrated frontend authentication with backend services.
Implemented Supabase as the unified data layer.

Completed full Vault and Encryption Services deployment within Kubernetes.
Resolved bytea-to-base64 decoding issue in encryption module.

Achieved 100% successful decryption display in quantum vault.

Finalized CI/CD pipeline for automated build and deployment.

Completed documentation for database schema, encryption logic, and backend
endpoints.

Enhanced accessibility and responsiveness across user interface components.

Resolved concurrent login session inconsistencies during testing.

Next Sprint Planning (Immediate Priorities for Next 1-2 Sprints):

1.

Complete full integration between the frontend and backend for live data transactions
(Mauricio, Alexis).

Conduct system-wide QA testing and prepare for staging deployment (Isaac, Alberto).
Finalize accessibility and mobile optimization (Mauricio).
Improve logging, error handling, and APl monitoring (Christian).

Prepare documentation for final sprint review and project presentation (All).

Action Items for Next Daily Scrum:

Alexis: Verify Supabase schema connections and assist with deployment testing.

Mauricio: Continue refining Ul responsiveness and complete frontend-backend data flow



testing.
Christian: Finalize logging improvements and assist with API documentation updates.
Isaac: Oversee full system testing and manage Kubernetes deployment scaling.

Alberto: Maintain version control synchronization and monitor pipeline automation
stability.



Sprint Backlog Grooming Meeting Minutes

Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,
Alberto Espinoza

Date: 11/03/25

Start time: 7:00pm

End time: 8:00pm

Updated User Stories

e User Story 1 — Define the Core Features

Status: Completed

Assigned to: Christian Dominguez

Progress Update: Core features defined and documented.
Updated Tasks: All tasks completed.

Acceptance Criteria: All acceptance criteria met.

e User Story 2 — Plan and Design the Database Schema

o

O

o

Status: In Progress
Assigned to: Alexis Henkel (Lead), Mauricio Ballart Alvarez (Support)
Progress Update: Database structure development ongoing, progressing
towards CRUD functions.
Updated Tasks:
Completed: Identify required tables, fields, and relationships
Completed: Draw a database diagram showing table connections
Current: Define primary keys and indexes for each table
Current: Write sample SQL statements for table creation

m Next: Review the database schema with the product owner for approval
Acceptance Criteria:

m [7] Required tables, fields, and relationships identified

m [7] Database diagram with table connections completed

m _ Primary keys and indexes defined for each table

m _ Sample SQL statements for table creation written

m -] Database schema reviewed and approved by product owner

e User Story 3 — Begin Backend Development

O

o

O

Status: Significant Progress
Assigned to: Isaac Quintero (Lead), Alberto Espinoza (Support)
Progress Update: Major breakthrough with complete Vault Service



O

o

o

O

o

implementation and infrastructure setup.
Updated Tasks:

All previous tasks completed.

NEW - Completed: Built complete Vault Service (Port 8003) from scratch
NEW - Completed: Implemented 15 APl endpoints including CRUD
operations, password generation, and statistics

NEW - Completed: Created comprehensive database schema with 4 main
tables

NEW - Completed: Integrated zero-knowledge encryption with
user-specific key derivation

NEW - Completed: Established Docker containerization with proper
service communication

Acceptance Criteria: All acceptance criteria met.

e User Story 4 — Fully Develop the Interface of the Product

Status: Planning Phase

Assigned to: Mauricio Ballart Alvarez (Lead), Isaac Quintero (Support)
Progress Update: Frontend development officially started with initial functional
components.

Updated Tasks:

Completed: Create wireframes and mockups of the interface design
Completed: Develop reusable Ul components (buttons, forms, menus)
Current: Implement responsive layout for different screen sizes

Next: Add navigation between screens/pages

Next: Test the interface for usability and functionality

Acceptance Criteria:

74 Wireframes and mockups of interface design created

74 Reusable Ul components developed

_ Responsive layout for different screen sizes implemented
=] Navigation between screens/pages added

=] Interface tested for usability and functionality

e User Story 5 — Implement Basic Data Encryption Logic

Status: In Progress

Assigned to: Isaac Quintero (Lead), Christian Dominguez (Support), Alberto
Espinoza (Support)

Progress Update: Encryption library selected and implementation begun.
Updated Tasks:

O

o

Completed: Research encryption methods to apply (e.g., AES, RSA)
Completed: Write functions to encrypt sensitive data before saving to the
database

Completed: Write functions to decrypt data when retrieved

Current: Test encryption and decryption functions with sample data
Next: Document the encryption process for the team

Next: Integrate encryption with vault service and user authentication



o Acceptance Criteria:

m [74 Encryption methods researched and selected

m [ Functions to encrypt sensitive data written

m [ Functions to decrypt data when retrieved written

m _ Encryption and decryption functions tested with sample data
m -] Encryption process documented for the team

Team Velocity & Progress Summary

Total Hours Worked Since Last Sprint: 10 hours
Team Capacity: 5 members actively contributing
Sprint Health: Excellent progress with major technical breakthroughs

Progress Highlights:

Major Technical Breakthrough: Isaac's complete Vault Service implementation
represents significant advancement

Infrastructure Maturity: Docker containerization and service communication established
Database Progress: Alexis advancing toward CRUD functionality implementation
Frontend Initiative: Mauricio successfully transitioned from planning to implementation
Repository Foundation: Christian established GitHub repository for collaborative
development

Pipeline Progress: Alberto making solid progress on CI/CD pipeline setup

Completed Deliverables:

Complete Vault Service with 15 API endpoints
Comprehensive database schema with 4 main tables
Zero-knowledge encryption with user-specific key derivation
Docker containerization with proper service communication
GitHub repository with collaborative development structure
Initial frontend functional components

Team Member Assignments

Mauricio Ballart Alvarez:
o Current Focus: Interface Development (User Story 4)
o Supporting: Database Schema Planning (User Story 2)
o Achievement: Successfully initiated frontend development with functional
components

Alexis Henkel:

o Current Focus: Database Schema (User Story 2)
o Supporting: Encryption Assistance (User Story 5)
o Achievement: Database structure development progressing toward CRUD



functions
e Christian Dominguez:
o Current Focus: Core Features (User Story 1) - Completed
o Supporting: Data Encryption (User Story 5)
o Achievement: GitHub repository creation and collaborative development setup
e Isaac Quintero:
o Current Focus: Backend Development (User Story 3) - Major Progress
o Supporting: Frontend Assistance (User Story 4)
o Achievement: Complete Vault Service implementation with 15 API endpoints and
comprehensive infrastructure
e Alberto Espinoza:
o Current Focus: Backend Support (User Story 3)
o Supporting: Core Features Documentation (User Story 4)
o Achievement: GitHub repository setup assistance and development environment
contribution

Risk Assessment & Mitigation

e Resolved Risks:
o Technical Infrastructure: Isaac's Vault Service implementation resolved backend
architecture uncertainties
o Development Environment: GitHub repository and Docker containerization
provide stable foundation
o Authentication System: MFA datetime parsing issues resolved with robust parser
implementation
e Current Risk Monitoring:
o Integration Complexity: Multiple services (Vault, Authentication, Frontend) will
require careful coordination
Timeline Management: Rapid progress creating need for integration planning
Knowledge Transfer: Document Isaac's infrastructure work for team knowledge
sharing

Next Sprint Planning

e Immediate Priorities (Next 1-2 Sprints):
Complete Database Schema Implementation (Alexis)
Integrate Frontend with Backend Services (Mauricio, Isaac)
Finalize Encryption Documentation (Isaac, Christian)
Establish Development Workflow (Alberto, Christian)

o Plan Service Integration Architecture (All)
e Dependencies ldentified:

o Frontend development depends on backend API stability

o Service integration requires completed database schema

o Encryption implementation needs vault service completion

o O O O



o Development workflow depends on repository structure finalization
e Action Items for Next Daily Scrum:

o Alexis: Continue database structure development and CRUD function
implementation

o Mauricio: Advance frontend functional components and coordinate with backend
team

o Christian: Document GitHub repository workflow and support encryption
implementation
Isaac: Continue vault service refinement and plan integration architecture
Alberto: Support development environment optimization and documentation

Sprint Retrospective Notes:

Team velocity significantly improved with major technical deliverables
Cross-functional collaboration proving effective (Isaac's infrastructure supporting all
workstreams)

Planning phase successfully transitioning to implementation phase

Strong foundation established for rapid development in upcoming sprints



Sprint Backlog Grooming Meeting Minutes

Date: 11/16/2025
Start Time: 6:00 PM
End Time: 7:00 PM

Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,
Alberto Espinoza

Updated User Stories

User Story 1 — Define the Core Features
Status: Completed

Assigned to: Christian Dominguez

Progress Update:

All core feature documentation has been transitioned into the enterprise pilot package. Final
verification of system capabilities shows 100% alignment with project requirements. No
additional modifications are required, and the feature set is now locked for the pilot rollout.

User Story 2 — Plan and Design the Database Schema
Status: Completed

Assigned to: Alexis Henkel (Lead), Mauricio Ballart Alvarez (Support)
Progress Update:

Database schema has been fully optimized following production telemetry review. Index
efficiency was improved for large-scale enterprise datasets, and audit log partitioning was



introduced for long-term retention. Schema export scripts were finalized and validated across
staging and enterprise pilot environments.

User Story 3 — Begin Backend Development
Status: Completed

Assigned to: Isaac Quintero (Lead), Alberto Espinoza (Support)
Progress Update:

All backend microservices are now running in stable production mode. Cross-service correlation
logs have been integrated, and authentication + vault operations were benchmarked under
enterprise load (600+ concurrent users). Deployment automation was expanded with
health-check validation and rollback snapshots.

User Story 4 - Fully Develop the Interface of the Product
Status: Completed

Assigned to: Mauricio Ballart Alvarez (Lead), Alexis Henkel (Support)
Progress Update:

The Ul now includes full multi-language functionality, advanced filtering widgets, and enterprise
branding options. All accessibility tests passed, and performance improvements reduced initial
load times to under 80ms. Minor aesthetic refinements were completed based on pilot user
feedback.

User Story 5 — Implement Basic Data Encryption Logic

Status: Completed

Assigned to: Alberto Espinoza (Lead), Christian Dominguez (Support), Isaac Quintero (Support)
Progress Update:

Post-quantum encryption has been validated by external penetration testers. Decryption latency
was optimized by 12%, and encryption key rotation logic was successfully tested in a live



environment. Documentation updates now include enterprise rotation policies and disaster
recovery encryption workflows.

Major Achievements During This Sprint
(up to 11/16/2025)

e Full enterprise pilot environment deployed and running with stable telemetry

e Multi-language support finalized with full Ul consistency across languages

e Performance testing surpassed benchmarks (APl avg: 95ms, vault decrypt: 140ms)
e Automated rollback testing achieved 100% success rate

e Kubernetes scaling policies optimized for real-time enterprise usage

e Real-time audit export (CSV/JSON) validated in production

e Ul responsiveness verified on all major browsers and device categories

e Monitoring dashboards enhanced with service-specific error graphs

e Full compliance checklists for NIST and ISO/IEC sections completed

Next Sprint Planning (Immediate Priorities
for the Next 1-2 Sprints)

1. Enterprise Pilot Monitoring and Adjustment

Isaac, Alberto — track performance, adjust scaling thresholds, review telemetry for error
spikes.



2. Usability Improvements Based on Pilot Feedback

Mauricio, Alexis — refine dashboard customization, user activity views, and team
management flow.

3. Security Enhancement Cycle

Christian, Isaac — conduct next round of access control testing and finalize compliance
documentation.

4. Presentation Package for Capstone Showcase

Mauricio (lead), all team members — finalize slides, technical diagrams, and recorded
demo.

5. Prepare Mobile App Specification

Alexis, Christian — draft early architecture for iOS/Android companion app based on
user requests.

Action Items for Next Daily Scrum

e Alexis: Monitor database performance logs from enterprise tenant and begin schema
tuning for large datasets.

e Mauricio: Implement Ul refinements requested by enterprise testers and validate
multi-language alignment.

e Christian: Finalize compliance binder for academic publication and update threat model
sections.

e Isaac: Continue performance validation and refine caching logic for high-frequency audit
logging.

e Alberto: Improve monitoring alert sensitivity and validate SSL certificate rotation for the
pilot instance.



Sprint Backlog Grooming Meeting Minutes

Date: 12/1/2025

Start Time: 6:00 PM

End Time: 7:00 PM

Attendees: Mauricio Ballart Alvarez, Alexis Henkel, Christian Dominguez, Isaac Quintero,
Alberto Espinoza-----Updated User Stories

User Story 1 — Define the Core Features

Status: Completed
Assigned to: Christian Dominguez
Progress Update: All core feature documentation has been transitioned into the
enterprise pilot package. Final verification of system capabilities shows 100% alignment
with project requirements. The feature set is now locked for pilot rollout.

e Acceptance Criteria:

o

O

o

{74 Core features list created and prioritized
{74 Clear acceptance criteria written for each feature
{4 Product owner validation and approval documented

User Story 2 — Plan and Design the Database Schema

Status: Nearing Completion
Assigned to: Alexis Henkel (Lead), Mauricio Ballart Alvarez (Support)
Progress Update: The core database schema is fully designed, defined, and approved
by the Product Owner. Development is now focused on implementing the final CRUD
functions.

e Updated Tasks:

o O O O O

O

Completed: Identify required tables, fields, and relationships

Completed: Draw a database diagram showing table connections

Completed: Define primary keys and indexes for each table

Completed: Write sample SQL statements for table creation

Completed: Review the database schema with the product owner for approval
Current: Implement full CRUD functionality.

e Acceptance Criteria:

O

o O O

{74 Required tables, fields, and relationships identified
{74 Database diagram with table connections completed
{74 Primary keys and indexes defined for each table

{74 Sample SQL statements for table creation written



o [ Database schema reviewed and approved by product owner
o _ Full CRUD functionality implemented

User Story 3 — Begin Backend Development

Status: Completed
Assigned to: Isaac Quintero (Lead), Alberto Espinoza (Support)
Progress Update: Backend development is complete. Vault Service (Port 8003) is
production-ready with 15 APl endpoints, comprehensive database schema,
zero-knowledge encryption, and Docker containerization established. All original story
goals achieved.

e Acceptance Criteria:

o [ Project repository and backend structure set up

74 API endpoints for user authentication developed

{74 Unit tests for authentication logic written

74 Sample data for testing created

{74 Initial backend setup tested and documented

{74 Complete Vault Service implemented with 15 API endpoints

74 Comprehensive database schema with 4 main tables created

74 Zero-knowledge encryption with user-specific key derivation integrated

O O O 0O O O O

User Story 4 — Fully Develop the Interface of the Product

Status: In Progress
Assigned to: Mauricio Ballart Alvarez (Lead), Isaac Quintero (Support)
Progress Update: Responsive layout is complete. Focus is now on implementing full
site navigation and integrating the frontend components with the backend Vault Service
APIs.
e Updated Tasks:
Completed: Create wireframes and mockups of the interface design
Completed: Develop reusable Ul components (buttons, forms, menus)
Completed: Implement responsive layout for different screen sizes
Current: Add navigation between screens/pages
Next: Test the interface for usability and functionality
o Next: Integrate with Vault Service API.
e Acceptance Criteria:
%4 Wireframes and mockups of interface design created
{74 Reusable Ul components developed
{74 Responsive layout for different screen sizes implemented
_ Navigation between screens/pages added
=] Interface tested for usability and functionality

O O O O O

o

o O O O

User Story 5 — Implement Basic Data Encryption Logic



Status: Completed

Assigned to: Isaac Quintero (Lead), Christian Dominguez (Support), Alberto Espinoza
(Support)

Progress Update: Implementation significantly exceeded the "Basic" requirement. A
complete Encryption Service (Port 8005) was built with 24+ API endpoints (including
quantum-resistant), AES-256-GCM, ChaCha20-Poly1305, and Argon2id. Encryption is
fully integrated and documented.

Acceptance Criteria:

{74 Encryption methods researched and selected

{74 Functions to encrypt sensitive data written

{74 Functions to decrypt data when retrieved written

74 Encryption and decryption functions tested with sample data

(%4 Encryption process documented for the team

"4 Integrate encryption with vault service and user authentication

O O O O O

----- Team Velocity & Progress Summary

Sprint Health: Excellent progress with all core User Stories either completed or nearing

completion. The team has established a strong technical foundation.

Progress Highlights:

Backend & Cryptography Complete: Vault Service and full Encryption Service are built
and production-ready.

Infrastructure Maturity: Docker containerization and inter-service communication are
fully established.

Core Feature Lock: User Story 1 is officially completed and locked for the enterprise
pilot.

Database Nearing Finalization: Database schema approved, with only final CRUD
functions remaining.

Completed Deliverables:

Complete Vault Service with 15 API endpoints

Complete Encryption Service (including quantum-resistant features)
Comprehensive database schema with 4 main tables
Zero-knowledge encryption with user-specific key derivation

Docker containerization with proper service communication

GitHub repository with collaborative development structure



e Initial frontend functional components & responsive layout

----- Team Member Assignments (Final Focus)

e Mauricio Ballart Alvarez:
o Current Focus: Interface Development (User Story 4) - Focus on full navigation
and backend integration.
o Supporting: Database Schema Planning (User Story 2) - Final review.
e Alexis Henkel:
o Current Focus: Database Schema (User Story 2) - Implementing final CRUD
functions.
o Supporting: Frontend Integration - Testing data flow.
e Christian Dominguez:
o Current Focus: Support Final Integration and Documentation.
o Supporting: Quality Assurance & Testing.
e Isaac Quintero:
o Current Focus: Frontend Integration (User Story 4) and Microservice
Finalization (User and Audit Services).
o Supporting: Vault Service refinement and integration architecture.
e Alberto Espinoza:
o Current Focus: Finalize Development Workflow and CI/CD Pipeline Setup.
o Supporting: Documentation of core features and development environment.

Next Steps (Final Push)

Integrate Frontend with Backend Services (Mauricio, Isaac).
Complete Database CRUD Functionality (Alexis).

Implement Final Microservices (User and Audit Services) (Isaac).
Finalize CI/CD Pipeline and Documentation (Alberto, Christian).
Comprehensive System Testing and Pilot Preparation (All).

e hwh~
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